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QUESTION NO: 1
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Answer: D

Explanation:

In a cloud environment, orchestration automates the provisioning and management of
various cloud resources, including virtual machines (VMs), networking, storage, and other
infrastructure components. Cloud orchestration involves the use of software to coordinate
and automate tasks that would otherwise require manual intervention, improving efficiency,
scalability, and consistency across the environment.

Monitoring application performance is typically handled by monitoring tools, not orchestration.
Manual configuration of security policies is something that can be automated through policy
management but is not the focus of orchestration. Installation of operating systems is part of
provisioning resources, but orchestration primarily focuses on automating the overall
management of infrastructure and services, not just the installation of operating systems.

QUESTION NO: 2
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Answer: C

Explanation:

"When integrating third-party APIs with FaaS, each connection potentially increases the
attack surface by exposing additional authentication, authorization, and data access points."
- CSA Security Guidance v4.0 - Domain 14: Serverless Security

QUESTION NO: 3
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Answer: C

Explanation:

In a cloud context, entitlement refers to the specific resources or services a user is granted
permission to access based on their roles or permissions. This includes access to
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applications, data, or cloud services, and is typically managed through ldentity and Access
Management (IAM) systems, which define what users can do and what they can access
within the cloud environment.

QUESTION NO: 4
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Answer: E

QUESTION NO: 5
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Answer: B

Explanation:

Serverless computing (Function as a Service - FaaS) is designed for auto-scaling, high
availability, and reduced management overhead. It enables developers to focus on writing
code without managing the underlying infrastructure. This makes it an ideal solution for new
or unpredictable workloads.

As explained in CSA Security Guidance v4.0 - Domain 1: Cloud Computing Concepts and
Architectures:

"Serverless computing abstracts infrastructure management and allows automatic scaling of
application functions in response to demand. This reduces operational overhead and enables
teams to deploy scalable solutions rapidly." (CSA Security Guidance v4.0, Domain 1: Cloud
Computing Concepts and Architectures) Why not the others?

A . While cost benefits exist, it's not the core benefit of serverless.

C . Configuration may be minimal, but not exclusive to serverless.

D . Serverless removes control over the underlying server environment.

QUESTION NO: 6
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D.
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Answer: D

QUESTION NO: 7
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Answer: B

QUESTION NO: 8
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Answer: D

QUESTION NO: 9
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Answer: B

Explanation:

The management plane is used for governing and configuring cloud resources and is
considered a top priority in cloud security programs. It provides the tools and interfaces for
administrators to manage, configure, and control cloud resources, such as virtual machines,
storage, and networking. It is critical to secure the management plane because it often has
access to sensitive configurations and the ability to modify cloud environments, making it a
prime target for attacks.

Management Console is an interface that interacts with the management plane, but it is not
the underlying system for governance and configuration. Orchestrators are used to automate
the management and deployment of cloud resources but are not the primary component for
governing andsecuring cloud environments. Abstraction layer refers to the layer that hides
the complexity of underlying infrastructure, but it does not directly govern or configure cloud
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resources.

QUESTION NO: 10
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Answer: A

QUESTION NO: 11
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Answer: D

QUESTION NO: 12

F—IZHTEIDBRTTIEAEE (IAM)

RUD—IZ&2T, BMERORAUDEFZEDLS ICHERRTETRITA?

A EHNICF—Z0O0—T7T—>3>29BIET

B. TXTDF—ICF7AINMORIV—%ZFERATS
C.EZOMMIBIEREEETS LT

D. EBEZEICIN—NT7IOEARAZFATSHET

Answer: C

Explanation:

Fine-grained permissions enable specific control over who can access certain resources,
thus enforcing the least privilege principle. Reference: [Security Guidance v5, Domain 5 -
IAM]

QUESTION NO: 13
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Answer: A

Explanation:
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The Shared Security Responsibility Model clarifies which security responsibilities are
managed by the CSP and which by the CSC, based on the service model. Reference: [CCSK
Study Guide, Domain 1 - Cloud Security Models][16source].

QUESTION NO: 14
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Answer: D

Explanation:

Enforcing the principle of least privilege is the practice of granting users and systems the
minimum level of access necessary to perform their tasks. By limiting root or core access and
restricting the creation of deployments to onlythose who absolutely need it, the risk of
unauthorized access, misuse, or damage is minimized. This helps ensure that critical
systems and sensitive data are protected by reducing the number of people or services with
high-level access.

Trust and verify on demand is not a standard security practice and could create security
gaps. Disabling multi-factor authentication is a poor security practice, as multi-factor
authentication (MFA) enhances security by adding an additional layer of verification.
Deploying applications with full access) contradicts the principle of least privilege and could
expose the system to unnecessary risks.

QUESTION NO: 15
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Answer: B

Explanation:

One of the biggest challenges incloud security risk assessmentisthe lack of
transparencyregardingcloud provider operations and security controls.

Key Issues with Limited Visibility:

Cloud providers manage infrastructure at a global scale:

Customerscannot directly inspectsecurity implementations.

Rely onthird-party attestationslikeSOC 2, ISO 27001, CSA STARinstead of direct
assessments.

Multi-tenancy complexities:

Cloud customersshare infrastructurewith other tenants.

Data isolation mechanisms (e.g., virtual private clouds, encryption)must be trustedwithout
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direct verification.

Regulatory compliance challenges:

Organizations handling sensitive data (e.g., healthcare, finance)requirestrict controls.
Cloud providers may not offer sufficient audit logsor control overdata residency and
processing.

Incident response limitations:

In traditional IT, organizations controllog access, forensic analysis, and recovery.

In the cloud,incident investigation depends on the provider's logging and notification
practices.

Thisvisibility issueis extensively covered in:

CCSK v5 - Security Guidance v4.0, Domain 4 (Compliance and Audit Management) ENISA's
Cloud Computing Risk Assessment (Limited visibility into cloud provider security policies)

QUESTION NO: 16
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Answer: A

QUESTION NO: 17
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Answer: D

Explanation:

Zero Trust Network Access (ZTNA) enforces the principle of "never trust, always verify."
Unlike traditional perimeter-based security, ZTNA continuously evaluates access requests
using dynamic factors. These include:

User identity (authenticated via SSO or MFA)

Device posture (device compliance, health status)

Contextual information (time of access, location, behavior patterns)

This layered decision-making process ensures that access is tightly controlled and highly
contextual, minimizing attack surfaces and mitigating lateral movement within networks.
ZTNA aligns with cloud-native security practices discussed in Domain 7: Infrastructure
Security, emphasizing the transition from static access control lists to dynamic, identity-
centric enforcement models.

Reference:

CSA Security Guidance v4.0 - Domain 7: Infrastructure Security
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CSA Cloud Controls Matrix v3.0.1 - IVS-09: Segmentation & Zoning

QUESTION NO: 18
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Answer: A

QUESTION NO: 19
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Answer: E

QUESTION NO: 20
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Answer: D

Explanation:

The correct answer isD. Automated compliance checks.

Infrastructure as Code (laC)is a key DevSecOps practice where infrastructure configurations
are defined and managed through code. In a security context, the primary benefit of using
laC is the ability toautomate compliance checksand enforce security best practices
consistently across environments.

Key Benefits of IaC in Security:

Automated Compliance:laC allows for the embedding ofsecurity policies directly into
configuration scripts. This means that when infrastructure is deployed, it automatically
adheres to compliance requirements (like NIST, CIS benchmarks).

Consistency and Repeatability:Since 1aC scripts are version-controlled, any configuration
changes are tracked, minimizing the risk ofconfiguration drift.

Security by Design:By coding security configurations (like IAM roles, network ACLSs,
encryption settings), organizations ensure that every deployment meets security standards.
Reduced Human Error:Automating infrastructure provisioning reduces manual errors that can
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lead to vulnerabilities.

Why Other Options Are Incorrect:

A . Manual patch management:laC promotes automated and repeatable configurations,
reducing the need for manual patching.

B . Ad hoc security policies:laC encouragesstandardized and consistentpolicies rather than
ad hoc management.

C . Static resource allocation:laC is dynamic and scalable, allowing for automatic scaling and
configuration management rather than static resource setups.

Real-World Example:

Using tools likeTerraformorAWS CloudFormation, organizations can definelAM policies,
security group rules, and data encryption settingsas part of the infrastructure code. These
configurations are then automatically checked for compliance against established policies
during deployment.

Security and Compliance in laC:

Organizations can integrate tools likeTerraform ComplianceorAWS Config Rulesto
automatically verify that infrastructure settings align withregulatory requirementsandinternal
security policies.

Reference:

CSA Security Guidance v4.0, Domain 10: Application Security

Cloud Computing Security Risk Assessment (ENISA) - Infrastructure as Code Best Practices
Cloud Controls Matrix (CCM) v3.0.1 - Configuration and Change Management Domain

QUESTION NO: 21
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Answer: A

QUESTION NO: 22
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Answer: A

QUESTION NO: 23
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Answer: C

QUESTION NO: 24
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Answer: D

QUESTION NO: 25
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Answer: C

QUESTION NO: 26
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A.
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Answer: C

Explanation:

Program frameworksplay a critical role in cloud security by helping toorganize overarching
security policies and objectives. Frameworks suchas NIST CSF, ISO 27001, or the CSA
Cloud Controls Matrix (CCM) provide structured guidance for defining security components,
aligning technical controls with business objectives, and ensuring a comprehensive security
program.

From theCCSK v5.0 Study Guide, Domain 3 (Governance and Enterprise Risk
Management), Section 3.2:

"Program frameworks, such as the CSA CCM or NIST Cybersecurity Framework, provide a
structured approach to organizing security policies, objectives, and technical controls. These
frameworks help organizations align their security programs with business goals and ensure
comprehensive coverage of security requirements." Option C (Program frameworks help
organize overarching security policies and objectives) is the correct answer.

Option A (Evaluate the performance of individual security tools) is incorrect because
frameworks focus on strategy, not tool performance.

Option B (Focus on implementing specific security technologies) is incorrect because
frameworks guide policy, not technology implementation.

Option D (Primarily define compliance requirements) is incorrect because compliance is a
subset of framework objectives, not the primary role.

Reference:

CCSK v5.0 Study Guide, Domain 3, Section 3.2: Security Program Frameworks.

QUESTION NO: 27
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Answer: B

Explanation:

When comparing different Cloud Service Providers (CSPs), it is important to recognize that
while they may have similar organizational structures - such as divisions for security,
compliance, and support - they often use varying terminology to describe their services, roles,
and responsibilities. Understanding these differences is crucial for cybersecurity
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professionals to ensure proper alignment of security practices, controls, and policies across
different cloud platforms.

CSPs typically have variations in organizational structure and terminology. While the
structure can vary, it is not usually "vastly" different in terms of core functions. Differences in
terminology can have implications for understanding security roles, policies, and practices,
affecting how cybersecurity tasks are performed.

QUESTION NO: 28
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Answer: B

Explanation:

Controlling traffic flows between networks is critical in a cybersecurity context toreduce the
blast radius of attacks. By segmenting networks and implementing controls such as firewalls,
organizations can limit the lateral movement of attackers, containing breaches and
minimizing their impact.

From theCCSK v5.0 Study Guide, Domain 9 (Network Security), Section 9.2:

"Controlling traffic flows between networks is a fundamental cybersecurity practice to reduce
the blast radius of attacks. Network segmentation and micro-segmentation limit an attacker's
ability to move laterally within the environment, containing breaches and protecting critical
assets." Option B (To reduce the blast radius of attacks) is the correct answer.

Option A (To increase the speed of data transmission) is incorrect because traffic control
focuses on security, not speed.

Option C (To simplify network architecture) is incorrect because segmentation may increase
complexity.

Option D (To reduce the amount of data stored) is incorrect because traffic control does not
directly affect data storage.

Reference:

CCSK v5.0 Study Guide, Domain 9, Section 9.2: Network Segmentation and Traffic Control.
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Answer: A

Explanation:

Integrating testing early helps identify security vulnerabilities and configuration issues before
they reach production, reducing remediation costs and time. Reference: [Security Guidance
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v5, Domain 10 - Application Security]

QUESTION NO: 30

CCM: B2 ¥H. —8D CSP ® laaS Y—EARZFEALZVEEXTVET, CCM
ZEATREHOOROATSA N5, VTV ROBETHZ2LEICEHLTLWEVEDE
ENTIAN?

A. CSP ({1 2 T CCM % CSA Security, Trust & Assurance Registry (STAR)
ICIRELET, STARIE., CSP

ICE>TRMEINZDEF1VTFEEZXENLE, BRTABEEATVBELZANITTY

B.CCM Zf#ERHL T, CSP

ICERLTEULVEHEOD MNO—IILOFHAZ)ANZERLET,
C.CCM ZfERL T, CSPICEBETD U RV M TS

D. LEEOWTFNTE L

Answer: D

QUESTION NO: 31

D7 ITRR=ADVI—ANDT 71X

LRINERETRDEHICERAEND, NSZF 0232 AQ0IVTAT1A0OIL—ALALEY
THEHREND—EOER/I—INBEAEFENETH?

A.BEBYXRNUY DR

B.HR—KT—7)

c.I>hU—0AOY

D. REEZ’'Ot A

E.70tAROY

Answer: D

QUESTION NO: 32

Dynamic Application Security Testing (DAST)

F. ZIRENTVRL, ZONAMA—HDSOEMTANOHFANVERBENHYVET,
A LV\©x

B. &

Answer: B

QUESTION NO: 33

DY—RA TR EBHRLERETIHRSEENTTH?
A. 1R#81t

B.77UARNZUF v—

CNAN=NAH—

D. XZBARNZUFv—

E.A—TANL—>32

Answer: A

QUESTION NO: 34
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D77 RCHKFLAVICTTEROFERACHET S ELERALORBRIFATTH?
ABE—DUVTIRG—EANORBZFIRTS

B. 7ATFTATAETIVRAER7ONIILOREY
C.OZTVRANL—DOERAEDHIR

D. BB L—nE#HMEE —EL 5

Answer: D

Explanation:

One of the primary operational challenges associated with using cloud-agnostic container
strategies is ensuring management plane compatibility and consistent controls across
multiple cloud environments. Cloud-agnostic strategies aim to make containers portable
between different cloud providers. However, each cloud provider has its own management
tools, APls, and security controls, which can lead to complexities in maintaining consistent
policies, monitoring, and management practices across different cloud environments.
Limiting deployment to a single cloud service is contrary to the goal of a cloud-agnostic
strategy, which seeks to avoid reliance on a single cloud provider. Establishing identity and
access management protocols is important but not unique to cloud-agnostic strategies; IAM
challenges exist regardless of cloud approach. Reducing the amount of cloud storage used is
a general optimization concern, not specifically related to cloud-agnostic containers.
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